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Introduction

The 2016 U.S. presidential election hack was a campaign of espionage and disinfor-
mation that continues to have a lasting impact on the United States. Russia’s cyber 
and information operations sowed public discontent in American institutions and 
actively supported President Donald Trump.1 The hacking of Democratic Party 
networks, primarily the Democratic National Committee (DNC), and then subse-
quently strategically releasing information to the whistleblowing site WikiLeaks, 
sowed doubt about the honesty and integrity of then candidate Hillary Clinton. 
Russia continued this clandestine and overt cyber activity in the French election in 
May 2017, and Germany took active measures to minimize Russian influence in its 
election in September 2017.2

Although disinformation campaigns have been part of both Western and Russian 
national security policy for decades, this direct assault on Western powers through the 
cyber realm is an example of the brazen form of activity in this domain of conflict. While 
the international system has avoided cyberwar with death and destruction, there has 
been a rise of political warfare activities short of war aided by cyber disruption and espi-
onage attacks.

United Arab Emirates (UAE) hackers were named as the culprits hacking news organ-
izations of the Gulf nation of Qatar, including the Qatari News Agency (QNA) and Al 
Jazeera.3 False information regarding the emir of Qatar’s affinity for Iran, Israel, and var-
ious Shia terrorist organizations sparked a Middle East crisis where five states, includ-
ing Saudi Arabia, the UAE, Bahrain, Egypt, and Jordan, cut off diplomatic relations as 
a result.4 For the first time, a cyberattack may be the origin of a larger military conflict 
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in the Middle East that could have dramatic repercussions for America’s strategic part-
ners. Russia is also being implicated in releasing the emails of the UAE ambassador to 
the United States, showing nefarious activates such as pay- to- play schemes with top 
U.S. officials, which could further shake up the United States’ relationships with Persian 
Gulf countries.5 All these incidents have clear and dramatic repercussions for national 
security and strategy.

After a relative period of restraint and self- control by state actors in the cyber realm 
from 2000 to 2016,6 2017 is off to a more dangerous start, demonstrating clearly the 
critical issue cyber security has become. It seems that U.S.- led cyber norms that have 
held for most of the twenty- first century may be losing agenda- setting power.7 In 
addition to Russian- origin cyber activities, an Indian SU- 30 was brought down near 
the Chinese border, possibly as a result of a cyber operation;8 the Vietnamese have 
been accused of hacking and releasing phone conversations between U.S. President 
Donald Trump and Philippine President Rodrigo Duterte;9 and North Korea has been 
implicated in the global WannaCry ransomware attack that plagued systems around 
the world.10

Popular discourse has argued that the cyber domain is growing ever more dangerous 
and that future warfare will be Netcentric.11 However, when the evidence is examined 
over the last fifteen years, we see a much different pattern.12 Events like Stuxnet, opera-
tions meant to cause physical harm, are rare; instead the pattern demonstrates a greater 
dependence on disruption and espionage activities in cyberspace. While the cyber 
domain is dangerous, with the possibility of escalation often stated, we have witnessed 
very few events that could suggest that dramatic escalation does happen in the domain. 
Instead operations are mostly meant to support national interests, with plausible denia-
bility aided by covert disruption events, or they seek to alter the balance of information 
between two sides.

In this chapter, we demonstrate the trend of cyber conflict through evidence and 
theory, and we also discuss the advantages of taking a macro perspective on data in 
the field of cyber security. What we have seen in the twenty- first century is that cyber 
as a strategy has been used as an auxiliary role in times of combat and as disruption 
and espionage during peacetime. This chapter explores the different perspectives of 
the cyber threat by various academics and practitioners in the field, followed by an 
empirical description of who does what to whom in terms of state- based cyber actions. 
Understanding the nature of the cyber threat is critical in understanding the course of 
national security. Future operations will be aided and enable more cyber conflict, but 
this domain has not demonstrated an independence where the actions we witness are 
divorced from traditional national security concerns. Instead, cyber conflict reinforces 
traditional geopolitical struggles and enables weak actors to send cheap signals. Cyber 
power allows major powers to reinforce their control of the international system rather 
than enabling new actors in the national security domain. These results, implications, 
and inductive theories are critical to understanding the course of international politics 
in the digital age.
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Perspectives on the Cyber Threat

There are prognosticators, skeptics, and those with a more moderate tone in the percep-
tion of the threat that cyber tactics pose to the international system.13 This outlay dem-
onstrates a theoretical vibrancy in the field that can be considered nascent at this point. 
Those who may be deemed prognosticators or revolutionists would say that future con-
flict will be Netcentric, where the digital battlefield will dominate, or that cyber will be 
an active part of warfighting by states, which makes digital arms races and offensive- 
capability production paramount.14 The cyber skeptics say that the digital realm will be 
relatively conflict free and that the free flow of information and ideas will continue una-
bated.15 The digital realm may also be a harbinger of the spread of democracy globally 
as it is utilized to reach oppressed peoples and convince them to rise up and free them-
selves from oppression, a frame called “digital liberation.”

However, there is a middle tack of scholarship that refutes both extremes and argues 
that popular discourse has largely gotten the cyber threat perspective wrong.16 Cyber 
conflict will be an issue moving forward, but not in the traditional conflict sense. Cyber 
conflict will be one of information asymmetries, where espionage and disruptive propa-
ganda campaigns will be the focus of geopolitical actors, and its use during conventional 
warfighting will also be used along these lines.17 Norms will be active and constraining, 
but also generally in need of reset and maintenance.18 Liberation technologies have not 
come to pass and have instead enabled states to maintain control over protesters and 
activists.19

A debate between Jon R. Lindsay and Lucas Kello in the pages of International Security 
play out these disagreements as to where the cyber conflict literature stands at this 
time.20 Kello declares that cyber tactics increase the possibility for harm in the inten-
tional system.21 The probability of this playing out in real conflict scenarios needs to be 
questioned. The example of the United States’ failure to harm ISIS is a great example of 
these limitations;22 current adversaries often do not depend on cyber technology, while 
advanced enemies like China are prepared to meet the threat. Lindsay counters, “most 
imagined cyber weapons are useless, however, for communicating threats because they 
depend on secrecy to be effective.”23 The secrecy paradox makes it nearly impossible to 
communicate credibility and resolve in the domain.

Addressing scholars such as Lindsay, Kello notes, “skeptics dismiss these peculiar fea-
tures of security in our times.”24 However, Kello misses the mark here, as scholars such 
as Lindsay are not dismissing the use of cyber tactics as dangerous but rather their prob-
ability of use and the actual utility of these measures in terms of coercive power. The 
cyber revolution point of view states that the digital realm is different and will drastically 
change how we interact on diplomatic, military, and even economic battlefields. Kello, 
perhaps the exemplar of this point of view, declares that “in contrast, the cyber domain 
is primarily a political and social plane subject to a wholly different interventions and 
behavior rules. We require separate concepts to capture their separate essences.”25 
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Instead, E. Gartzke and J. R. Lindsay offer a well- articulated theory of deception in cyber 
operations that counters the utility of harm that Kello suggests.26

Adam P. Liff and Timothy J. Junio also evoke an interesting exchange regarding the 
cyber conflict domain.27 Liff points out that the potential of cyberwar being lethal 
remains relatively low. Junio argues that because something is improbable does not 
mean that it is impossible, and therefore the study of potential ramifications of a cyber-
war should not be dismissed. As Junio notes, the scenarios that militaries and govern-
ments analyze find that all- out cyberwar can and will be devastating if it ever plays out, 
therefore IR scholars must consider this when theorizing and conducting research on 
cyber conflict, especially keeping in mind that many of these operations are espionage.

Junio’s warnings may be gaining traction as the Russians continue their more aggres-
sive cyber actions, such as the critical infrastructure– killing CrashOverride, which can 
adapt to different systems that power advanced societies, a piece of technology first seen 
from the Russian state in Ukraine in 2015.28 Although used on its regional rival Ukraine, 
the probability of it being used on the United States remains low out of fear of retali-
ation and differenes in control of critical infrastructure. Although troubling, restraint 
dynamics are still holding in terms of physical damage in the cyber realm between great 
powers.

David C. Gompert and Martin Libicki discuss the scenario of the United States and 
China initiating destructive cyber weaponry on the other as capabilities increase and 
the tensions over certain issues escalate.29 The mythical coming cyberwar between 
China and the United States depends first on the issue escalating to war, which remains 
remote given that the United States’ interest in the region are driven more by third 
parties than by its own national interest. The possibility for massive war exists, but it 
remains unlikely given the rising tide against great power war in the system. Regardless, 
the behavior of these two cyber powers in the digital realm will dictate the behavior of 
others for years to come.

The tempered relations between the United States and China in the cyber realm as 
a result of the Xi- Obama diplomatic meeting in 2015 may have at least stabilized rela-
tions between China and the United States. Reports by FireEye and other firms docu-
ment a drastic decline in Chinese hacking activities, while others warn of more hidden 
efforts that are unobserved.30 Whatever the result, the cooperation and leadership of 
both the United States and China is crucial to how the domain is governed internation-
ally, and these two states should work together to temper the more aggressive Russia, 
which has yet to be adequately dissuaded from its continued espionage and information 
operations.

Chris Demchak and Peter Dombrowski declare that we are in the beginnings of 
a securitized “cyber- Westphalian age.”31 Due to the rise of more overt and dangerous 
cyber weaponry that states are sure to launch against one another, governments will 
come to a point where Internet borders will be drawn much as territorial boundaries 
were delineated as a result of the 1648 Treaty of Westphalia. If true, this revolutionary 
framework would harm information sharing and the cyber domain would be one of 
mistrust and conflict, results not witnessed since their initial publication.
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While there is a great desire to establish boundaries in cyberspace, such a desire 
does not make for realistic policy. The Chinese and Russian governments are perhaps 
the leaders of this view of cyber sovereignty, as the free flow of dissident information 
is considered a threat to state survival. The Chinese Great Firewall and recent moves 
by the Putin administration to domesticate all servers with the “.ru” domain are exam-
ples of the attempts to secure Internet borders.32 Yet the porous nature of the Internet 
and its architecture is proving that this is a near impossible task and that blame may be 
pointed at these states if unaffiliated hackers launch attacks from their borders, thus sug-
gesting that our conception of cyber boundaries remains fluid. The work of Valeriano 
and Maness uses inductive theories and data collection to find that most state- initiated 
cyber incidents are either low- level disruptive techniques or long- term strategy espi-
onage campaigns.33 Of the 192 cyber incidents that can be attributed to states, only 25 
(13 percent) are considered degradation techniques where physical destruction is the 
key goal and coercive intent is clear.34 This backs up Rid’s claim when he says, “cyber 
war has never happened in the past, it does not occur in the present, and it is highly 
unlikely that it will disturb our future.”35 As 87 percent of cyber incidents launched by 
states are either espionage or disruptions, it is here where the future of cyber conflict lies 
and where academics and policymakers must begin to focus.

An example of these coercive cyber operations with the intent to physically degrade 
systems also evoke negative responses from states. Stuxnet, where the United States (and 
likely Israel) corrupted the Iranian nuclear program’s networks and centrifuges, was a 
blatant attempt to discourage the Islamic Republic from pursuing a nuclear weapon and 
to degrade its capabilities. The attempt failed and a compromise was later agreed on, but 
this coupled with other recent coercive cyber events such as Shamoon (2012) and the 
Ukrainian power grid hack (2015) suggest there is limited ability to coerce in the cyber 
realm and that we should see fewer of these actions in the future.

Regarding the threat from nonstate actors, the use of the Darknet as a method to 
spread ideology and recruitment is limited, as Moore and Rid demonstrate.36 Access 
issues, the need to install external software, and problems in utilizing the Darknet and 
Tor networks through mobile phones limit the use of technology as a recruitment or 
communication tool.37 Cyber as a threat, therefore, may be inflated, and what we actu-
ally may be seeing are low- level actions as states and nonstate actors learn that conflict in 
cyberspace may be somewhat limited, even as a tool for activism or terrorism.38

Another issue that muddles strategic calculations is that the cyber domain presents 
the problem of attribution, where states can claim plausible deniability when accused 
of being behind an act of malicious activity on an adversary in cyberspace. Rid and 
Buchanan propose a new way of thinking for attributing cyberattacks, as finding the 
source of the attack can sometimes be laborious, time consuming, and even impossible. 
We must also look at motives, behavioral patterns, and linguistic attributes of the mali-
cious code. A more nuanced way to “name and blame” could further limit state action 
in the cyber realm and make the Internet less conflictual and more manageable. This 
challenge is seen in the U.S. intelligence community’s evidence that Russia was without 
a doubt behind the espionage and information campaign during the 2016 presidential 
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elections.39 Russia has aggressively denied these allegations, and Moscow has remained 
relatively unpunished for its actions.40

With empirical evidence and logical theories that move away from predictions of 
cyber doom and worst- case scenario thinking, the growing cyber security scholarship 
is finding patterns of nonescalatory and restrained behavior from the major cyber pow-
ers in the international system. There is also a demonstrated lack of capability and intent 
to use cyber means for harm by nonstate actors.41 Cybercrime is an issue that states and 
private actors should surely be addressing, but these actions fall outside the scope of the 
analysis in this chapter. However, with the upsurge in disruptive cyber operations and 
the development of degradation weapons by Russia, is this relative period of restrained 
behavior ending?

The Cyber Battlefield

Coercion as a Strategy

The work of Valeriano and Maness,42 Maness and Valeriano,43 and Valeriano, Jensen, 
and Maness44 show that restraint is the strategic underpinning of how many states 
confront cyber actions because the coercive potential of cyber actions is quite limited. 
In cyberspace, restraint from geopolitical actors is interpreted as concern for escalat-
ing costs; avoiding costly and time- consuming coercive actions in the cyber realm 
because the potential to change behavior is weak; or unintended consequences of 
action, such as civilian harm, which in cyberspace might lead to spillover effects into 
other domains. Therefore, in the macro sense, states willingly restrain their operations 
in cyberspace due to strategic, normative, or lack of utility concerns, sometimes in 
combination.

Why is there restraint in cyberspace? Some answers include:  (1) the reproduci-
bility of tactical cyber weapons are not one- shot weapons, and they can be replicated 
prone to usage by the enemy if released into the wild; (2) cyber weapons are not sim-
ple to design: Stuxnet took years, along with the entire U.S. intelligence apparatus (plus 
help from Israel) and hundreds of millions of dollars and it still largely failed; (3) the 
chances of collateral damage (and thus blame) are high, since these weapons are not sur-
gical; (4) there is high potential for diffusion of the conflict by dragging in third parties 
through alliances or friendship bonds; and (5) there is potential blowback since cyber 
weapons used to great effect will demand repercussions. None of these points alone will 
ensure restraint, but combined they create the outcome we currently observe.

In a comprehensive study of cyber actions as a coercive tool, Valeriano, Jensen, and 
Maness look at 192 cases of state- initiated cyber actions between rival states.45 Using 
the Dyadic Cyber Incident and Dispute Dataset (vol. 1),46 strategic intent is categorized 
into four types:  disruptions, signaling espionage, breakout espionage, and degrada-
tions. Disruptions are low- cost, low- pain forms of signaling in order to harass a target 
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into changing their decision calculus. These are usually website defacements with the 
intention of intimidation through propaganda or Distributed Denial of Service (DDoS) 
campaigns that target civilians and force the target to concede. The Russian campaigns 
against Estonia in 2007 and Georgia in 2008 are prime examples of disruptive efforts. 
Signaling espionage is when states intend to manipulate perceptions in the target gov-
ernment and the civilian populations about vulnerabilities, coercing them to rethink 
their decision- making calculus. These types of espionage campaigns are usually found 
in regional disputes such as South Korea and North Korea, India and Pakistan, or Israel 
and Iran. Breakout espionage is more based on long- term strategies where the intent 
is to alter the balance of information and capabilities by stealing military secrets or 
intellectual property. The near decade- long espionage launched by China against the 
United States and other developed countries is an example of this type of espionage. 
Degradations are high- pain, high- cost operations where the intent is to degrade or 
destroy critical capabilities via digital means.47 The Shamoon wiper campaign on Saudi 
Arabia or the famed Stuxnet worm launched by the United States and Israel are prime 
examples of this type of espionage.

Of the 192 cyber incidents recorded for the years 2000– 2014, 25 are degradations, 30 
are breakout espionage incidents, 70 are signaling espionage, and 67 disruptions are 
coded.48 There is evidence for restraint by even the most capable states. Only 13 percent 
of cyber incidents have the intent to degrade, while the rest are lower- level and usually 
nonescalatory espionage and disruption campaigns. Furthermore, only nine incidents 
in the recorded data evoke a concessionary behavioral change from the target, eight 
of these being degradations and one being a breakout espionage campaign. Therefore, 
cyber as a successful coercive tool is quite sparse, coming in at 4.6 percent.

There seems to be more utility in the cyber realm in espionage and disruptions, which 
although not often compellent in changing behavior could change the strategic calculus 
of states in other ways and aid in coercion overall. The connection between cyber espi-
onage and disruption, on the one hand, and information operations on the other means 
that the spread of disinformation might be the future of cyber operations. harks harkens 
back to Russian reflective control strategies of the past and will continue to be the future 
unless targeted societies are on guard to ward off disinformation.

There have been calls in the United States for more tit- for- tat retaliations in response 
to cyber aggression. David Sanger notes in the New York Times how the Obama adminis-
tration deliberated on how to respond to the Chinese hacking of the Office of Personnel 
Management (OPM hack) in 2015, “in a series of classified meetings, officials have strug-
gled to choose among options that range from largely symbolic responses . . . to more 
significant actions that some officials fear could lead to an escalation of the hacking con-
flict between the two countries.”49 However, the Obama administration chose diplo-
macy, and the U.S. government refrained from responding to the OPM hack.50 After the 
state visit to the United States in 2015, Chinese President Xi Jinping ordered the arrest of 
the People’s Liberation Army (PLA) members supposedly responsible for the breach.51 
The United States also indicted foreign hackers as a matter of response in some cases. It 
has indicted five PLA members as well as seven Iranians for their actions on American 
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networks.52 Two members of the hacktivist group the Syrian Electronic Army are also 
on the FBI’s most wanted list.53 Early signs say that states such as Russia, China, and 
North Korea are becoming more brazen, yet how the United States will respond to the 
changing cyber landscape is still a mystery.

Restraint and Escalation

There have been extensive calls for the United States and other states to “hack back.”54 
In fact, some private companies debate this position after they are infiltrated. Yet gov-
ernment operatives tend to understand something that private individuals do not— that 
the inner workings of a bureaucracy are complex and dangerous. Needlessly provoking 
an escalatory response in a domain where both sides are wholly unprotected and bord-
erline incompetent could be strategic suicide, especially for a state so plugged- in as the 
United States.55 The United States and its Western allies have restrained themselves from 
escalation for now, but as Russia, Iran, North Korea, and their proxies continue to bom-
bard the electoral processes of these democracies, we could see more dangerous confor-
mations over these matters.

As noted before, disruptions and espionage are what dominate the cyber battlefield 
and will continue to do so in the future. Cyber weapons intended to degrade are expen-
sive and very often do not work in terms of strategic intent. We have been noticing a 
reduction in these types of cyber coercive actions and a rise in espionage and disrup-
tions indicating that states are learning the utility of cyber tactics and setting up the bat-
tlespace of the future in the cyber domain. This future will see constant hackings that 
seem to be reported everyday as an intense demonstration of this and provide a stark 
reminder of the reality of how cyber technologies are used for effect by states and indi-
viduals alike. The question that few are asking is: When should you worry about the 
threat that comes from the cyber domain?

If the reality of cyber conflict is more restrained than many would suggest, we are 
left with the interesting question of what aspects of the cyber security discourse 
remain understudied. The obvious answer is the rise of digital espionage and disrup-
tive information campaigns for political effect, either between or within governments. 
This does not mean that there is not a threat from the newly emerged fifth domain of 
warfare; this threat comes in the form of exploitations for information through cyber 
espionage.56

The year 2017 has brought many new questions about the stability of the cyber 
domain. The United States has yet to demonstrate any resolve or serious response to 
Russian hacking on its electoral process, and it remains to be seen if any active meas-
ures will be in place in time for the 2018 midterms. Russian hackers have sparked a cri-
sis in the Middle East by hacking Qatari news agencies, spreading false information, 
and convincing other Gulf States of Qatar’s complacency with terrorist groups, Iran, and 
Israel. North Korea is taking advantage of systems running on outdated operating sys-
tems, and the WannaCry campaign shows just how vulnerable important networks are 
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worldwide.57 Governments and the private sector need to promote proactive policies 
that limit these preventable actions in the future.

Data collected in the DCID dataset recording espionage campaigns should be taken 
as a representative sample under certain constraints. Espionage is a tactic meant to be 
hidden and not reported, but the issue is that in the cyber domain espionage opera-
tions by definition are overt in that they seek to change or steal information, actions that 
can be witnessed with accurate monitoring of systems. The fact still remains that we are 
depending on the reporting of these incidents by cyber governments and cyber security 
companies or actors such as Edward Snowden to release information. It should also be 
noted that much of the cyber espionage likely occurs outside the domain of rivalry and 
between friends as much as enemies. Economic targets are also likely prevalent, which 
would not be captured here.

Norms in the Cyber Realm

Now that we have a better sense of the cyber domain, there needs to be a deeper explo-
ration of just what all of this means from the macro- level of a normative perspective. 
In this task the cyber security and foreign policy community has failed miserably. The 
reality of cyber espionage suggests there is a clear need for more rules in cyberspace. 
On this issue the Obama White House requested Congress to act after the OPM hack, 
and it sanctioned the Russian government as it was leaving office in December 2016.58 
One apparent goal after these data breaches should be to rethink how we store criti-
cal information. That the director of the OPM described their systems as a “hacker’s 
dream” in November 2014, and the fact that a mere spear- phishing email infiltrated 
the Democratic National Congress (DNC), should give us pause to rethink our reac-
tion to this latest violation and the need for basic cyber hygiene.59 Instead of operat-
ing in frameworks of violence and aggression, cyber security frameworks likely need to 
rethink the nature of access, the role of the state, and the purpose of aggression. A big 
part of the cyber future will rest on international norms and the will to enforce them, 
which seems imperiled as the United States retreats from its global leadership role.

Norms are expected modes of appropriate behavior for international actors, often 
invoking how things should be rather than how they might operate in current contexts.60 
When norms are present and adhered to, these international actors are constrained from 
acting outside of these normative structures.61 Existing international norms can and, 
based on our empirical evidence, are being developed by states and institutions to deal 
with cyber conflict. The good news is that we have had no major operations that include 
death or destruction of physical equipment outside of a few examples, which suggests 
that the wider trend in cyber security is to invoke stability and safety according to the 
norms advocated by the G20. There is a norm of nonaction in terms of cyber conflict.

There have been recent strides made in norm creation where many governments, 
including Russia and China, along with Western liberal democracies, developed 
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structures and systems to contain the threat of cyber harm. A prime example is the 
norms created at the November 2015 G20 summit. Three crucial norms were established 
by countries representing the world’s twenty largest economies: “first, no country should 
intentionally damage the critical infrastructure of another state or impair the use of crit-
ical infrastructure that provides services to the public; second, no country should take 
actions intended to impair the Computer Security Incident Response Team (CSIRT) of 
another country from responding to cyber incidents and that such CSIRTs should be 
not be used to do harm online; and third, countries should cooperate with requests from 
other states to investigate cybercrimes and mitigate malicious cyber activity emanating 
from their territory.”62

These aspiring norms stem from the United Nation’s (UN) newly created Group of 
Government Experts (GGE), a collection of cyber security experts from a variety of 
nation- states.63 Furthermore, a centerpiece of the agreement between the United States 
and China crafted during Xi Jinping’s state visit in September 2015 was that the two states 
vowed not to hack each other’s intellectual property or critical infrastructure.64

The prime reason for these developing norms is that limitation of harm to civilians 
is an accepted practice in international affairs. Most would recognize the need to limit 
harm to these groups; even those states that are suggested as possibly violating these 
norms (such as the United States and Israel) go out of their way to demonstrate concern 
for civilian victimhood. The limitation on harm to critical systems fits into this norma-
tive construct since the prime impact would be on civilians rather than the military. 
The military could be burdened with repair and containment of disasters, but the main 
targets would be civilians if a nuclear or conventional power plant were targeted, sug-
gesting that the reason for the acceptance of this limitation is generated out of concern 
for the rights of individuals.

The true paradox of the digital world is that, while society fears the cyber threat,65 the 
reality is that we are actually extremely trusting of the digital infrastructure we have cre-
ated.66 Governments and especially the private sector continue to put more and more 
of their services and inventory online, even in the face of the threat of digital losses. 
Governments are also turning to cloud computing and blockchains to keep their sensi-
tive information more secure.67 Contrary to what Roger Hurwitz argues, we place more 
trust in the Internet than anything in recent memory.68 We trust it with our connec-
tions, our private contacts, our banking, our personal lives, our work lives, even our 
romantic lives. Yet we fear the digital domain? Instead it has become obvious that there 
is an abnormal amount of confidence in our digital institutions. This confidence may 
be unwarranted given how vulnerable a digitally connected state is, yet all digital tech-
nology is vulnerable, and resilience is the key to surviving the coming era of low- level 
Internet- based attacks and probes. This increase in usage of digital systems and cloud 
computing seems perplexing in the context of increasing surveys that suggest there is 
much distrust in the Internet by individuals and corporations.69

Like traffic laws, a basic understanding of how things work and what limitations there 
are in digital interactions is for the good of all. Of course, there will be violators, but eve-
ryone needs to understand the rules of the road first. Even China and Russia appear to 
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be willing to work within some system of norms, despite protestations to the country 
by those who would seek escalation. Russia and China’s position on the devolution of 
ICANN makes sense and demonstrates their own need to participate in Internet gov-
ernance given the importance of digital connectivity to society.

While many may scoff at the idea of norms,70 in their basic sense they can be effective 
means to control the basic behaviors of the majority of actors.71 Of course, there will 
always be deviants, but as long as we have clear systems of norms, deviancy will be seen 
as just that— out of the norm. It must be recognized that this is a developing norm. It is 
in danger of disruption every day since limiting civilian harm is an outcome of the lack 
of total war. The taboo of chemical weapons operates under the same conditions.72 No 
one case of deviancy should destroy a model and norm, but it can surely harm it.

To reinforce a norm of cyber safety, states must be willing to make hard choices in 
order to make it difficult to even attempt to launch cyber operations. Our digital world 
is insecure because states and corporations have not made a significant effort to reform 
and reorganize how we provide computer security. To reform how critical infrastruc-
ture is run would be a massive project that no one really is willing to undertake. Most 
states do not have any functional cooperation between government and private indus-
try for low- level cyber infiltrations. We need more cyber hygiene (internal training on 
how to deal with potential threats), a reformulation of the critical infrastructure that 
runs important systems, and greater cooperation between the public and private sec-
tors. Anything less would be irresponsible.

Given there is likely a cyber norm against the use of harmful cyber activities against 
critical infrastructure and evidence of restraint in cyberspace due to both these nor-
mative concerns and strategic limitations, why do we fear this threat vector so much? 
There is little left to fear but the unknown. The unknown is scary. Do you know how the 
Internet works? Do you know how your bank accesses your money? Not knowing does 
not really signify vulnerability but rather a general misunderstanding of processes that 
are knowable. This would suggest there is an intense future need for research on threat 
construction, inflation, and the psychological impact of cyber security threat priming.

We can draw parallels between the cyber threat and the terror threat. In both instances, 
the fear comes from the unknown, the unexplored, and the imagined. With terrorism, 
we have seen a large industry spring up to deal with the terror threat, as vivid as it may 
be, and this process continues with the cyber threat. The reaction to terrorism has gen-
erally been counterproductive and damaging; it is troubling, then, to see the same path 
repeated with the industry springing up in the private sector and the military complex to 
meet the cyber threat.73 The fact that we have seen little evidence of severe cyber actions 
must give us pause to question the narrative that a cyber threat is as dangerous as it is 
presented. Most companies have insurance and do not lose money from data breaches.74 
Sony Pictures was reimbursed the money it lost from the 2014 hack, and it can be posited 
that the movie The Interview was seen by more people due to the publicity.

Yet, this perspective does not preclude or minimize the potential massive impact 
cyber security has had on national security calculations. While significant escalation 
in the domain is rare, the proliferation of conflict after a digital violation is possible and 
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more probable in the future. States like China and the United States made significant 
efforts to reformulate their strategic plans in the wake of the cyber threat. Vulnerability 
is endemic in cyber security and this reality prompts a reconsideration of future tactics 
and possibilities when confronted with major work.

While the course of major war might be enabled through cyber activities, it also must 
be remembered there is an international relations context to cyber disputes. These dis-
putes are not unique to cyberspace but spillover from past disputes between states. It 
is tough to isolate a purely cyber incident; with this in mind, solving the potential for 
future cyberwar lies in solving the sources of disagreement between states so that we 
might avoid cyber doom scenarios. The future of cyberwar between the United States 
and China should be not be framed as a trap, but as a chance for two powers to man-
age and construct an international system that allows for digital connectivity to positive 
relations, rather than war.

The Unknown Cyber Future

Militarizing digital space leaves little room for civilian applications such as research, 
communication, education, and productivity. As a recent Brazilian report concludes, 
“the ‘capture’ of resources for cyber- security by the military has potentially dangerous 
implications for civil liberties more generally in the country.”75 Given that we are in an 
era of cyber stability and peace, how do we encourage it to endure? The simplest way is 
to maintain that attacks by states and nonstate actors alike on civilian populations are 
off limits. Since in the digital world, there is no real barrier between civilian and gov-
ernment systems, this alone should maintain a level of safety for our digital future since 
almost any attack is likely to violate this critical line. This of course should be buttressed 
by greater investment in defenses and resiliency.

Going further, institutions need to be built that might enforce these norms of non-
action and cyber protection, yet no one really seems willing to undertake this massive 
effort because we have yet to see evidence that massive attacks are driving us toward 
making a significant effort to prepare for what might be possible, even if unlikely. Within 
the United Nations, Russia, China, and other states have proposed potential frameworks 
with little success.76 There is little trust in the United States to lead these efforts since 
the state is a leading actor in using cyber methods to infiltrate enemies, therefore other 
states and institutions must take the lead.77

Of course, the Internet and digital methods will be used for conflict in the future, but 
this does not mean it will be a critical or even an evident method of conflict. Like other 
technologies, cyber tactics will likely support and enhance other methods of violence 
rather than be the focus or dramatic example of a revolution in the conduct of military 
force. The Internet remains a sacred place for many, and by emboldening and uphold-
ing a norm of cyber safety we can maintain our shared digital futures. This is the key 
point: the digital life that has become so important should be the highest priority in that 

OUP UNCORRECTED PROOF – FIRSTPROOFS, Mon Jan 08 2018, NEWGEN

06_oxfordhb-9780190680015_Part_4.indd   414 1/8/2018   6:17:39 PM



Ryan C. Maness and Brandon Valeriano   415

 

the potential avenues for research, education, commerce, and entertainment remain 
critical to our future.

This all bodes very well for our cyber future. Although the current state of the cyber 
realm remains questionable with Russian use of the cyber domain for political effect, and 
the retreat of the United States as a global leader on international issues, including the 
cyber domain, cyber as a tool for the military is quite limited. While the general fear is that 
the Internet will be the primary threat vector for future societies, this framework is a bit 
premature and primarily based on the lack of understanding of how cyberspace works. 
We fear what we do not understand. Cyberspace can be controlled, but it is a chronically 
unsafe environment that operates at a low level of intensity. This requires us to understand 
it, be aware of the possible escalation dynamics at hand in each conflict, and take in all the 
information possible— not just relying on one source or perspective. Given the conver-
gence of the basics of espionage, restraint, and norms, even the most aggressive of states 
can be shown to be peaceful actors in our digital frontiers, even while being poked.
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